Winche_ste_r
) City Council

FOI REF: 16971

RESPONSE SENT: 20/04/26

Request

1. The number of cyber security breaches that have being identified that were
found to be a result of a malicious threat actor (i.e. not accidental data breach)

2. The breakdown in high-level causes of these breaches as identified by cyber
security incident response teams (CSIRTs), for example (but not limited to)
unpatched software/hardware, lack of multi-factor authentication (MFA), leaked
user credentials, lack of in-transit encryption, etc

3.  The number of breaches that occurred that were attributed to a previously
known vulnerability to the organisations hardware, software, policies, or
processes, for example where system was known to be at risk due to being
unpatched or out of support, or security controls were recommended but not
enforced, and was defined within the resulting incident response report.

4, The estimated combined costs incurred as a result of cyber security breaches
defined in request number one in each year.

Response

No breaches have occurred

Not applicable as we haven’t suffered any breaches
Not applicable as we haven’t suffered any breaches
Zero as no breaches have occurred
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